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Abstract 

 

The purpose of this deliverable is to highlight the ethical and privacy issues within the 

project, which have arisen during the second year of its development and implementation. 

As part of the development of the PRECIOUS service, it is necessary to collect and store 

personal data from users, and participants in studies within the PRECIOUS project. 

Therefore, ethical approvals from appropriate ethics committees have been requested and 

current approvals are presented in this deliverable. A further ethical report will be produced 

in October 2016, to summaries the ethical and privacy considerations taken in the final year 

of the project. 

2nd annual ethical and privacy report for 

PRECIOUS development & implementation 



Nature: R (R: Report, P: Prototype, O: Other) 

Dissemination 

Level: 

PU (CO: Confidential, PU: Public) 

Version: 1.0 

Date: 04.01.2016 

WP number and 

title: 

2nd annual ethical and privacy report for PRECIOUS development and 

implementation 

Deliverable 

leader 

Fundació Hospital Universitari Vall d’Hebron-Institut de Recerca 

(VHIR) & Helsinki University (HU) 

Authors Charlotte Holmes  (Campden BRI) 

 

Contributors:  

Carmina Castellano (VHIR), Pilar Lusilla (VHIR), Christophe Lohr 

(IMT), Mathieu Simonnet (IMT) and Phillppe Tanguy (IMT) 

Status: Final report 

 



Document History 

Date Version Status Change 

17.11..2015 0.1 Draft Draft version sent to consortium for comments 

30.11.15 0.2 Draft Updates following consortium comments and 
updates 

11.12.15 0.3 Draft Draft submitted to QEG 

01.04.16 1.0 Final Final version submitted to EC 

 

Peer Review History 

Date Version Reviewed By 

15.12.15 0.3 PRECIOUS Quality Evaluation Group 

 



Table of Contents 

 

 

Abstract................................................................................................................................. 1 

Document History ................................................................................................................. 3 

Peer Review History.............................................................................................................. 3 

Table of Contents .................................................................................................................. 4 

List of acronyms .................................................................................................................... 5 

1. Executive summary ........................................................................................................ 6 

2. Background .................................................................................................................... 7 

2.1 Ethics for research studies ...................................................................................... 7 

3. Ethical issues related to a service that collects and processes data from many sources 8 

4. Ethical approval ............................................................................................................. 8 

4.1 IMT ......................................................................................................................... 8 

4.2 UK-Campden BRI ................................................................................................... 8 

5. Summary ..................................................................................................................... 10 

6. References .................................................................................................................. 11 

7. Annex I: Ethical approval of Human intervention study investigating the usability of 

mobile health tools to monitor food intake and physical activity for different user groups- 

Decision letter from Proportionate Review Sub-Committee of the Wales REC 7 ................. 12 

8. Annex 2: Ethical approval of Human intervention study investigating the usability of 

mobile health tools to monitor food intake and physical activity for different user groups- 

Acknowledgement of additional conditions’ letter from Proportionate Review Sub-Committee 

of the Wales REC 7 ............................................................................................................ 17 

 



List of acronyms 

 

CNIL:  National Commission for Data Protection and Liberties 

Dow: Description of Work packages 

EC: European Commission 

EU: European Union 

FP7: Seventh Framework Programme 

HRA: Health Research Authority 

 IRAS: Integrated Research Application System 

NHS: National Health Service 

PRECIOUS: PREventive Care Infrastructure based On Ubiquitous Sensing  

REC: Research Ethics Committee  

 



1. Executive summary 

 

The main objective of PRECIOUS is to provide a preventive health care system that will 

improve the health of the user and deliver cost savings in the public health sector. The 

project involves the deployment of ubiquitous sensing and diverse data collection, related to 

both physical and psychosocial attributes. Research within the project will be conducted with 

participants, and in addition to this a number of ethical issues have been identified with 

respect to the PRECIOUS system. This research and the relevant issues are outlined below, 

along with the measures that have been incorporated to ensure safeguarding, confidentiality 

and anonymity for participants taking part in the research and potential users of the 

PRECIOUS system. A brief overview of ethical and privacy issues associated with the 

PRECIOUS service is also included. However, these wider issues are considered in more 

detail in Deliverable 2.4 (Ethical and privacy guidelines for PRECIOUS system 

implementation) and the first annual ethical report.  

The target audience for this deliverable is manifold and includes: 

 The members of the consortium: Members of the project need to understand the 

ethical dimensions of PRECIOUS service, especially those involved in its 

development, deployment and implementation.  

 Stakeholders involved in PRECIOUS service exploitation, sustainability and wider 

use: The present deliverable is relevant to all these stakeholders, since it will 

enhance their understanding of important ethical issues, whilst also providing insights 

about how these issues could be tackled (for further details, please see Deliverable 

2.4 Ethical and privacy guidelines for PRECIOUS system implementation). 

 Other projects dealing with similar topics (especially EC-funded projects): As the 

number of similar applications is proliferating in parallel with the increase of the 

number of sensors (including cameras, microphones, etc.), other related projects 

could benefit from the discussion and relevant guidelines presented in this 

deliverable, as well as Deliverable 2.4 (Ethical and privacy guidelines for PRECIOUS 

system implementation).  

 



2. Background  

2.1 Ethics for research studies  

 

Full details of the ethics associated with research studies being conducted in year 2 are 

detailed in the 1st annual ethical and privacy report for PRECIOUS development & 

implementation, however key aspects have been summarised below. 

Within PRECIOUS a number of research studies will be conducted with voluntary 

participants. In carrying out these studies, research ethics procedures that comply with EU 

and national legislation (e. g. The Charter of Fundamental Rights of the EU, Directive 

95/46/EC of the European Parliament and the Council of 24 October 1995 on the protection 

of individuals with regard to the processing of personal data and the free movement of such 

data1,2) will be followed. 

Additionally, all PRECIOUS partners will respect the Helsinki Declaration in its latest version3 

and follow the ethical guidelines provided by their national scientific societies and their local 

research institutions (see section 4 of the present deliverable for further details). All field 

studies included in the PRECIOUS service development and implementation will have to be 

presented in advance to local research ethics committees for approval.  

The participants will be healthy volunteers. Informed consent will be obtained in all cases.  

American Psychological Association's Ethics Code4 (and similar guidelines for research 

studies with adult human volunteers) mandates that researchers (psychologists in this case) 

should inform participants about: 

1. The purpose of the research, expected duration and procedures. 

2. Participants' rights to decline to participate and to withdraw from the research once it 

has started, as well as the anticipated consequences of doing so. 

3. Reasonably foreseeable factors that may influence their willingness to participate, 

such as potential risks, discomfort or adverse effects. 

4. Any prospective research benefits. 

5. Limits of confidentiality, such as data coding, disposal, sharing and archiving, and 

when confidentiality must be broken. 

6. Incentives for participation (if any). 

7. Who participants can contact with questions. 

Experts3,4 also suggest covering the likelihood, magnitude and duration of harm or benefit of 

participation, emphasizing that their involvement is voluntary and discussing treatment 

alternatives, if relevant to the research.  

 



3. Ethical issues related to a service that collects and processes data from many 

sources 

Full details of the ethics related to the PRECIOUS service are detailed in the 1st annual 

ethical and privacy report for PRECIOUS development & implementation. 

Following the review of the issues highlighted in the 1st annual ethical and privacy report for 

PRECIOUS development & implementation, no further issues were identified in year two.  

 

4. Ethical approval 

Ethical approval for individual studies within the project will be sought from appropriate 

ethical committees within the country where the research is taking place and by the 

organisation leading the research. An outline of planned research is provided in Deliverable 

2.1 (List of usage scenarios and user requirements). Briefly, four main studies will be carried 

out, in addition to ad hoc gathering of user opinions, to inform next steps within the project.  

Procedures relevant to each organisation and approximate approval timeframes are detailed 

below. 

4.1 IMT 

The CNIL, a National Commission for Data Protection and Liberties, is in charge of French 

citizen data protection.  

According to the law “Article 36 de la loi 78-17 modifiée” , it is not necessary to claim any 

data whether these data are anonymous, not sensible (no medical data) and will be only use 

for scientific objective.  

Since IMT “sensors acceptability” experimentation does store any medical data and only 

poses questions about usability preference, no ethical approval is necessary and thus no 

specific claim to the CNIL is intended.  

 

4.2 UK-Campden BRI 

This year as part of Task 4.3b, Campden BRI has lead a field study that will investigate the 

usability of two freely available mobile health tools currently on the market, and one mobile 

health tools currently being developed through a EC-FP7 project. The study will look at the 

factors that affect the usability of each mobile health tool for different user groups.  

In the UK, Research Ethics Committees (RECs) review applications for research and give an 

opinion about the proposed participant involvement and whether the research is ethical. 

There are several different types of REC: 

 NHS REC 

 Gene Therapy Advisory Committee  



 Social Care REC 

 Ministry of Defence REC  

 Higher Education Institution REC  

None of these RECs apply directly to Campden BRI, which is an independent research 

organisation (not a Higher Education Institute), or to the field study, as it does not involve 

NHS patients or NHS sites, is not a gene therapy trial, is not social care research and is not 

funded by the Ministry of Defence. However, some types of research require NHS REC 

review by law whether or not they take place within the NHS or involve NHS patients or other 

service users.  

Following consultation with the HRA and a NHS REC panel member, it was deemed that the 

study should undergo ethical review. To apply for review by an NHS REC committee, an 

application form on the Integrated Research Application System (IRAS) has to be 

completed. This is a single system for applying for the permissions and approvals for health 

and social care / community care research in the UK.  

As part of this application form, a summary of the study and the ethical, legal and 

management issues that may arise in the study and how they will be managed. It also 

requires submission of the following documents: 

 

1. Recruitment Questionnaire  

2. Invite Questionnaire  

3. Participant Information sheet  

4. Consent Questionnaire  

5. Emails  to participants 

6. Usability Questionnaire  

7. Protocol  

8. Confirmation of Insurance  

9. Covering Letter from Chief Investigator 

Following initial review of the application it was deemed that the study presented no material 

ethical issues and was eligible for NHS REC Proportionate Review 

(http://www.hra.nhs.uk/resources/applying-to-recs/nhs-rec-proportionate-review-service/).  

The study was then allocated for Proportionate Review by a sub-committee of the Wales 

REC 7, who gave a favourable ethical opinion of the above research on the basis described 

in the application form, protocol and supporting documentation, subject to the conditions 

specified below; 

 

The favourable opinion is subject to the following conditions being met prior to the start of 

the study.  



 

1. The Information Sheet should outline that participants’ direct quotes will be used in 

the findings report and that, although every effort would be made to anonymise what 

has been said, it may still be possible to be identified.  

2. The online consent should also outline the above 

 

Following discussion with the ethical board, the below procedure was agreed to mitigate the 

conditions of favourable approval raised;   

Any quotes used, were to be generic in nature, and relate directly to the apps only. 

Campden BRI would screen any quotes potentially being used to ensure that the individual 

can not be identified from the extract being using, and any quotes where Campden BRI 

believed there is the slightest risk that the identity of an individual could be determined, 

would not be published.  

Based on this a favourable opinion was awarded. 

5. Summary 

The present deliverable is aimed at providing insights and relevant ethical issues raised 

during the second year of PRECIOUS service development, in order to ensure that 

PRECIOUS meets the required ethical, legal and privacy requirements. Each of these issues 

has been addressed by both the psychological and technological project partners to ensure 

the maximum safeguarding of the participants and their minimum risk.  

Ethical approval for the planned field tests has been obtained for all partners involved in 

such activity and presented here in this deliverable. 

The Consortium will continually refer to the ethical guidelines and recommendations set out 

in the DoW in the development and evaluation of the PRECIOUS system. 
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7. Annex I: Ethical approval of Human intervention study investigating the 

usability of mobile health tools to monitor food intake and physical activity for 

different user groups- Decision letter from Proportionate Review Sub-

Committee of the Wales REC 7 

 

 











8. Annex 2: Ethical approval of Human intervention study investigating the 

usability of mobile health tools to monitor food intake and physical activity for 

different user groups- Acknowledgement of additional conditions’ letter from 

Proportionate Review Sub-Committee of the Wales REC 7 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 


